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(57)Abstract: 

PROBLEM TO BE SOLVED: To specify an unauthorized 
party at a high speed (for a short time) and intercept it 
by detecting directly a boundary site without specifying 
the unauthorized party which intruded via an lPOntemet 
Protocol) network of the other carrier (the other 
provider), in other words, an autonomous system by 
going upstream each junction site. 
SOLUTION: An IP communication network structures 
independent domain IP networks, respectively, and 
comprises a plurality of autonomous systems for 
conducting an interior transmission and an exterior 
transmission of an IP packet. Each of a plurality of 
boundary repeaters located at a boundary site of the IP 
network of each of the plurality of autonomous systems 
has a discarding means which discards the unauthorized 
packet, in the case where the transmitted IP packet is 
an unauthorized packet of unauthorized intrusion when 
the re-intrusion is detected based on filtering 
information for detecting the re-intrusion of the 
unauthorized packet; and a delivering means for delivering the filtering information to all the 
other boundary repeaters in the same autonomous system. 
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immmmmi 

flufB^SE©S#^^TAO*n€nOHufHl P*-yh7 

nt±, 

Pil{f*-y h7-^^fAo 

[lira 2] ii«<ori>'XfA«fftfn©* 

IB7 U V mmmi&ffc <fr >y V %BMLX% 
BB^T5M#Sl *ftf±2|Bi(©I Pl€*7h7-^ 

IB I P^-y h7-^ff)^WiT^fil-r§fISt0^mg 

fcmzKxztcim i p^^'y h^iftA©^^ 30 

>y h 

> ^M^S^TfufBBflA^tii Lft £tt, tuffi 

fuIB7 U y^g£^g^>XTArt«#i«£ 
T©MfB*«gi£EtfT*Efr#©fc**rt5f§*E 

K 2£fct±3fBSt©I Pfflff^-y b7-^'>XfA„ 
j£U fro I KO-Or'JT^Rtfx^Xx 

>y hT*fc&lg£, 

>^1t«tS"5v>TMfB^fiA^WUfcfctf±, futfi 

x(ommmmm\aimui^m^tm^^m^ 
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t-*n*E 5 m.<omn*mm 0 

7 ] ^n^n&i© f * y<o i p * -y h 7 

Pilfl*-y h7-7->XxAt£^T, 
HulB1SSO@»'>XrA(D*n j fntt, 
fEii?nTtfc|fiSBI P^y-y h^lEMAO^IE^y 

»y h?a65 d t z^itfetbmmmcm^xmt 

5Xr-y7i:, 

fulfil P*«y F7-^0-"3©iWT*, tufB^E^ 

y^h os^A^m-r § k&<D7 4)wy ypfemz 
m^xmimiixmniLrct^, mpf-iEWv v 

miyjfrtvyvmm-m'yzTLmms 
x<Dmmmtmitz>ZTv-7tz%ttt]E®}M 
pm 

mm s ] buib7 4 m u >^it ffl*Hufa^iE^^ 

fJrKEft-r 5 Xr 7 7£H^t §11 7 ffi«<D*IE 
ftAB&Wm 

{ E &£trC t £fulfi I P y h *7££A©*IE^ 
itulfil P*-y 3^WSRffT\ fufB^IE^ 

gOVTfuifiS«A£1$fiJ tfc fc * fci, buIB^IE^t v 

mmy^^^vy^mn-my^T-LmmtD^ 
xmmmmzw.m^T-j^tWLMtm^M 

7 £ feti 8 fBS^IEft AB&tWSio 

[|f*Sl0] ^ioK^-r>©I P*y h7-7£ 

t V7fcmz'iio m~yxTL><r>mnmK%^x, 

fc%ZtiXi<tzmZl PWy h^EfSAO^iE/^ 
«y hTfeSlf^ 

fulB^E^^ -y h ©SfiA^^tiiTS tc#)<D7-< U 
> ^'H IB^So^TffifBSMA^^tii L/c i: f t±, fuffi 
TO^-y h^Mt§Xr-y7<t, 
MIB7>r;!/^ U >^M^tulBS#>'X'rArtco^<D± 
TiDig W/f (cEtfJ Xf -y 7^ S^lEfiAK 

[0 0 0 1] 

I P (Internet Protocol)aM**y J>7-^^7. 
(AS: Autonomous System)<D*X h n>tf a— %{z1ftt& 
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[0 0 0 2] 

-rv^-^'yUcfe^r^-rs^jEffai (str *e 

7?-tXi:tBftT§Ci:fc&5) tc^LT, ccD^Eff 
Efrfcif (WT, W-*E#i:IBic-f 5) 

[0003] co^iE^tLrji, 0fl*fcf, StMf-A 10 
fi©$E$j/^y r-£#£©*Xr-r]yk 0 a-2£jM{gt, 

3tS (^-tfXffltJfell : Denial of Service Attack) 

[0 0 0 4] -ry^r-^-y h&£©I P*>y h7-?T? 
ft) -T5(DT\ I P;^7h^t'<?)^7h7-^« 

[0 0 0 5] =FiE«1*£©feii>t, *>y b7-^$g 
llk:a*+ifel P'^'y hoa^fc=PiEff^fi:±aflA 
OS9Ji:*JtitL4tf S I P*-y frrto/^y h 
©ft ASES*^? 2 ^ ffitf ft 5 o 

[0 0 0 6] ^Efr&£<fc'5<lA£lffi<*fc«>^ 
>y h 7- * i: ©Hie 7 7 4 7 7 * t mi n§ 

TWfcWrvh (#£©7KUX^+r-tfXtf-10 30 
fcflJRBU ^Xhnytfa-^Stfl P*>y 

[0 0 0 7] SSlc, &[c*r±3ft2^©ft#&ffitf 
S5o S 1 OStBli. C i s c otigjON e t R a n g 
e r (fiftHM) ?£§ D N e t R a n g e r ©fE^H 

I P*7h7-mLT*Xh3>Ka-^ 

(HOST) 3fc^E7£-feXfcJ:»)ftAL;fc*&* * 
©*Xh3>ea-*3£ttJILTv^frEE1Sl8g 

5fc«>© login^pi n gOLSHIfcfflSLfc 
[0 0 0 8] ^iES^S4(i, ;P-^lM7 7^7 

sw^^ fc ft o r t *x f- 3 > tr a 3 ^ogtt* 

«t5ft&©7^/V#r-7>5©TM£;t<<-# 1 S 
7 7 >T 7 7 *- 71/ 2 tcfeKt §o 
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ST-7 T J yfv. «fc D /^r -y h fc&gf § H i: J; 

[ 0 0 1 0] % 2 <DW$M, #12 0 0 0- 1 2 4 9 5 
2^1«S©r-^^>'XrAT s fe§ 0 c:©^-* 
»>Xr A©S;S«^-f 0 2 C ©~> 

XrAic^m ^IE77-bX^6^I P*yh-7- 
? 4 /r L T * X h- n y t° a - * 9 A K fi A b T t fd§ 

**X©»3l*fttii?*gg9Btf*E£1&iJU ttK 

[0 0 1 1] fl->XfA 9 C ti^ttiSS 9 B©fufS© 
tp)iSl7 CfcftU ^E7^-feX©^l^©iMM 
iSSff«£fHLMIgB7 C^E7^-fe 

xn 6 m'mm t g s r - * t ^tt$st§ 

*Er-*£fcffl L l±*0*Er 

If-^MIU: 1 ofug^«gm7 B^tti-TS 

[0 0 12] >^»^17 Cli^Lft*«ISIt7 BiC^ 

{c#^LfcS5g«^Sigl7B^g4ii^tS 0 C£0 
<ta&«^*tott'«l8117A. 7B, 7C (r-*U 
>^7l©|g!|ff8A, 8B, 8C^#0) y 
h7-^t^M-r§ct^J;D, «il^<:^E7^-feX 

[0 0 13] iKOv-XrAfC^^Tti, ^E7^7-fc:X# 
[0 0 14] 

1f&t/&^a-»ftf gik: I p*«/ h7-^^ftJfflTt 
§ I Pilff^-y F7-^v'XrAt 7 t±, I P^-y h7- 

5o 

[0 0 15] ±^L/c^*ff)KffiT'ii, tfc$^'J«^ 
I P*-y h7-^T-ff)^E^t±ii:fIAOPMt^Bltg 
■efeS feO©, P^-yb7-^Tii+ 

[0 0 1 6] o£ 0, 8£*©Sffi(Cti^T{±, UaiLfc 
M©i^t<:. jf&£tcA«©I P/^-y b*SMt5«t'5 
&=FEfri&©Ji^ 7r-r77*-;t/^T'7^;b^'Jy 
^7"^^^*X h a y b° a - ZWm^'tt * 5 1 ©O, A 
l^IE/^-y HriO I P^-y h7-^*^©hv7 

^--y^^tou as©^^--y vmmicmimm^^ 

[0 0 17] tit, ^E7^-bX*ttWL^E#*«p3£ 
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[ooi8] jy*t~%v h^xitmrnim 

[0019] *%{8©n!jgt±, cn^o^affioBas 
*»&u *i^>y hmmxomm^mi^mt 

T5 I P3Ht*'y h 1 7-t*s7>TJ±RlS¥-&*&fct& 
[0 0 2 0] 

*f£E©£ 1 © I PJUg*? h«7— J'S'XTAtt, 

wFnffia©F;*^>©i p*-y hv-^mu 

fro I P/^-y hO-OxUZfeSRtfx^XrUre 
gfcfTSW&Og&S'^-rAfcfiM.S I PiM*«y h7 
-7S/XtA?3^T, MiamtS©S^->^xA©*n 

^noiutBi p** h7-*©«*mfffcffiirr*«» 

©li^iM^ft^Wi, fs&2ftT^ftfiusriI P 
hra^A©^IE^7-y VZhZtikS, auE^ 
iE/^ 7 h ©SftASafflT* ftJ6© 7 ^ U 7^1f 

[0 0 2 1] *5EWO»2 0I Plfl*-y H7-77X 
tAH\ Hffi1fi»Ogff5/XTAO*ti^no*Xh3 

ytfi-^tt, eaisnTtftfuiBi p^vhs^iE 

[0 0 2 2] *?£ffi©^3©I Pilft^'y h 7-7:7 X 
7A[i, tulB^fpftgSOHulHEffi^iati, MfB7^ 
;U*y ^Ifffifciiie^IE/^y h£SMLTtft*flSl 

[0 0 2 3] *Sffl©^4©I PiHI*>y H7-77X 
rAli, iOTf&©gft7XTA©^ft^tl©t<iiei P 
*-y b 9-*©**ifBffifcft§1-51ia©*»lgg©*- 

n^nti, es^nrfftMiei p^-y h^rasA 

©^E/^-y hTSSl^ fufBTO^y h©H«A 
£$mt 3fti6©7^;i/2 U v^S^loVTMIBS 
SA^HJtfttffi, BulE^iE^y'yh*JS*-rS^ 

[0024] *%w<d® i o^^aiggti, »4©f 

rA©St#<lffifcffilU fe^+iTf ftsuiei P^7 
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SoVTf5IB?HlA£&tB bft t SB, flUffiE^? 

[0025] *5m<D%2<Dmn$imw&, msm 

^®(±, itu!B7>r/W*D >^1f^BuIB^iE/^'y b£ 
fS^LTtftftft©fulB@#7X7Aft©^Wfflp}H;:& 

[0026] *5sie©ms i (o^jEmxwmm^ 

10 ^n?Sit©K^^7©I P*»y b!7-***JSU fro 
I P/^7 h©^yrU7fijlRtfx^7TU7fe^ 
lT?II£<(©g*l7X7A£mi> I Pilff*-y h7-^ 

li, £M£ftTtftfuIBI P/^-y Hfr^HIA©^E 

tB-rsXr^yi:. MlBI P*-y b7-^©-o©t|W 

«t\ h©#MA^mr§ftJ6©7 

^;l^U >?M*Hfcg^TsufB^A*tfcttibfc£: 
suiS^E^y h£f§lit§X7'y7^ MIB7>f 

20 <j y^mm-miyXTLmm^rmn 

[0 0 2 7] #^©H 2 O^ESAIftSlWfcH:, tulB 
7 -f /l/* U 7?1f ?B£fuiB^E^ y h ££1 t T £ ft 
flfr©i|ijfBgit7XT Art©90HHF?rfcffifi* § Xr >y 

[0 0 2 8] *fPM3©TOSAKiWi£&, SufB 
*M©g#7X7A©f*vmtt, £££ftT*ftiftIB 
I P/^ry hfr^EflA©^E^7>y hT*&Sif3\ tu 
IB I P*«y h7-7©— ■DfDfpHmffi?. tusB^E^'7- 
30 >y h©SlA£ftttJt£fc«>©7-i';l>* U y^lffgfcS 
oVTHilfBISftAfcfcflJbftfctti, MtBTO^y h 
£«sig?5XT'y7fc, MIB7-^;l/^Uy^l$6^^- 
g^i/XrArtOffi^^T^Wa^tBB^TSXr-y 

[0 0 2 9] ««©$4^IiAI»Mlt 
©K^'f7© I P*7 hy-ZZM&L, tp-z>lP*Vr 
-y h ©^ 77 U 7fijM&t;x ^ Xr U 7£^^!t3 

e/x7A©it^f@p/Ttcfe^T, es^nrtfttuiai p 

^^r-y h*RME!A©TO^r-y hTfeSl^ tu!B^ 

40 e/^ -y ^©s^tA^^ttir s ft&©7 ^ >iz u 7^11 

MIB^fiA^^ffl tft t f (±, tufB^E^ 
7" -y h £f?Hf 5 X r -y 7 fc , tulB7 y h 5 V 7 
*H!ilBSai'XTArt©ffi©^T©^ffi3f£BBffitS 
X7-y7^^^T§o 
[0 0 3 0] 

[^©^l©ft51] *^©^M»^ 
[0 0 3 1 ] [I Plf|*7 h7-^7XrA©£ft#f 
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XxASYSfil P^ybU—ftLZfD^y^-^y 

[0 0 3 2] I P®t*y H7-^>XrAS YSfc 
it, *IiSWg^>X-fAAS 0 0, AS0 1. AS02 
tf#ftt§o Si->XfAAS0O, AS 0 1, ASO 
2 o^n^nti F ^ -Y y S tc &fW>Xt A fc t, ft* 
n, l^M>*-*7r-g|!*l# (7o;W*0 $ 

AASOO, AS0 1, A S 0 2 o^n^tlli, tfifi© 

Fpt^yoip^.-yhv-i'^flifiEU io 

F <D4 >r U 7 fcil&tfx? Af U 7£&£ff 5 0 
[0 0 3 3] Stf^XrAAS 00, AS01, ASO 
2©ffl5Hltt*SM/-*RT 1 tW^y-hfi^ 

c^«yF7-^cti»ga) ^iiLT^M^nrt^o & 

gft^XrAAS 0 0, AS0 1, 

R T 1 Ktt^ltM'-* R T 2 £M LTS^I? 

ntvs. &»b-*RT2tt*xr-n>tfa-*£ 

[0 0 3 4] CtfcgVrWTftt, glf^XrAASOO 
^OWP-^r (RT2) 2 OfcSSt *Xhn>lfa 

CRT 2) 7 0fc^iE#*Xh3>tra-ir6 0tf 
iRSSiiTV^o SH^X-fAA S 0 Otg^X-f A 
ASO 1 fclt, £#71/- * (RT 1) 10, 4 0£iIL 

[0 0 3 5] CCfcdft I PiUi*^ h7-^'>XTA 

mi< LtVSEUfctt. ^©fTfi^XxAA S 0 30 
0, AS 0 \\zm%%m<D)]s~*t (RT1, RT2) 
1 0, 2 0, 4 0, 7 O^llEilLT^iBf^Xhnytf 
i-*6 0^P»M«#*Xh3>tfa-^3 Otc^IE^ 

[0 0 3 6] LfrU acp^-rs«fcdt, 
£R T 1 tClf/m«£gc1fT SC fcti 'RE/^r 
■^©f^Tt©^*:, r-©l?{lA©l®rt 

[0 0 3 7] »-MOlff*xhny^a- 
*©ragffiJt&tfl&f10 #(c, S3loSf I PiUt** 40 
FV-^XrAS Y SfcfcttSigS'XTAA S 0 0 

[0 0 3 8] m3RZfm4%mm?Z>t, i#->XTA 
A S 0 1 rt©0^#»g(D^iE«SS*gM^g^$nT^ 

Mi«;b-^7 0MW-^4 0eU, if* 
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^htt, ift^;l/-3u Oft© I P^-y h^»i 0 
0£Sj§Lfc&, 0^®oT*XFnyif 

a-? 3 0©I P;^y r-M§ffgf53 0 0£c 

[0 0 4 0] ^lET^-feX^^^htigtCTCP/I P 
(Transmission Control Protocol over Internet Proto 
coimmoTfWr— fay7ub OxT, mcr 
JVr-isayttmtZ) 3 0 1%/rLT^jEfIAIS 

&m 4 oic?g*n§ mmmop n 0 

[0 0 4 1] ^IEfIA^I^3 4 (Hi, LillMI 

'HPS3 5 0£#BSU ^tfeSn/cL^V^^xT 

x%£tfig {mmmsmm&T-*) ) £i p>< 

^•y hiM§ffgB3 0 0tffl^t5o L£ffiI1i8i3 5 0 
©K£tt*X r-^yifa-^30 CDSaf K <fc o 46 

[0 0 4 2] I P^-y h&§ftg|53 0 0*^8412*1 

itttrttzmwrm. wi-? 2 o^Lrtt 

JM>~* 1 0©#-h 1 0 6CA^?ns ^iEfllAffiS 
Hgi 8 0(rfflft]2ft3 o ftfc, IRSBtti, ^E7^-fc 
X^flWBtitf-M 0 6fr5 I P^ry F^ttiJ 1 0 
0*«*LT*IE«AIS8IgfIl 8 0£JI&2ft& (O 
P 2) o 

[0 0 4 3] *iE*ABigafI 1 8 Otigff Ltc^E7 
XtPBr— 7>1 5 0fcg»*S (OP 3) o * 

m^ansm 8o&mmi-?timi 5 2*#p. 

U IfilEttftfcifcE'rS (OP 4) „ 
[0 0 4 4] tif^-X 1 0tt^E7X-trX'ftfSr-y 
;H 5 0©ftg£gS©g^>XrAA S 0 O&tfKlg 
T 5^©g^>XxAA S 0 1 ©flfiOJtl'M/-* R T 
1, 4 Ofcil&JU ZftZtKDi&nJl-iiipW^iErt' 

*xmT-7Mcmtm?z (ops) 0 

[0 0 4 5] C©&, gf$~>XrAA S 0 1 O^iE^sh 
Xhnyi£ii-^6 o^e.©^A^SSfc, ^E7^ 
-bX/^>y FI±*-h 1 0 7^1bT I P/^«y h-cpl 
SI5l0 0tcA§ (OP6)o I P^yFtfjffiSPl 0 0 
ti^iE7^-trXlf$gr-7>l 5 0£#!$U Sftbft 
^FIE7^^X^^7 h(D^§fitttST5 (OP 7) 0 

[0 0 4 6] doiusas*, rts^-aufta&tf, i 

U ^E7X-feX£JIffiT5 (OP 8) „ 
[0 0 4 7] emt±0, @i->Xfi»AS0 0fl)iS 
1 0 tBfflltSflflOSSi'Xr AA S 0 1 <DiiW 
0 fc©H7*iE7*-feXflHHr-7;b l 5 0« 

St^DT«:<, ^E7^-bX/^^y h©@A*S^> 

xtaa s o o%¥<Dm$*v ty~tmiLmwt% 
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[0049] mmmmo?z\z^x, * 

S)^#)i0P8fcfc^T, I P/^y r-fp»l OOtf 

o, 4 0, rt i <D%n%twttu (atsars^iE 
^■rs (op9) 0 

[0 0 5 0] Sfe, *Xhn>tfa~^3 0C!)I P^fr 10 
v h3igMgP3 0 ott, $fl£2ftfc8fM,-:$r 10,4 

o , r t i ©^n^no^siMffl^^iEfiASS^gp 

3 6 0tcfciiU ^jEg^O«jK^«fTt>H*S (OP 

1 0) o 

[0051] mftfr-fmfmgfrzhnyv*- 
2<mwmfmvmm at, 1 3 son 4 i p 

a<3* 7 h ->XfA S Y S lcm% gi^XfA 
A S 0 OfcKlSftfcEI'M/-* 1 0&tftt*#*7. h 

& 0 20 
[0 0 5 2] OSWtfcXhayea-irfctittSiRE 

#fIXBf co^ii) 0 1 5 StfEI 1 6 hn> 
l^a-£ 3 0[C#lt£^E^gAB#<O^I#li£*LT 

[0053] &5Rxmm®zm§mt%t* 

S 0 1 F*3©^IE#*Xhnyifa-^6 O^P. 
*J£7?1:*©I P/^<y h#aHS5nfcl§£, Z<D^ 

ilfctfeS) t*W^7 0RtfifW^-£4 0£i§ 
Lt> Si^fAA S 0 OO^I?/!/-* 1 Otcjijjit 30 

[0 0 5 4] gfM/-* l 0tclML^iE7^-tX^ 
frvhtt, ftlW^lOrtOtf-M 0 7, I P^t~ 
>y h cp« 10 0, Rtf M 0 6 * 
ffi;l/-*2 O^MorfM^Xr-aytfa-* (HO 

st) 3 0ff>i?^yvm^mmooic^mtti 

So 

[0 0 5 5] T€7^^X/^7 M4MK77*'J J 5r-5' 
3 y 3 0 1 £frt-T^EfIAI£ME5 3 4 0(Cig?n§o 
oSD, T CP/ I P^JIOF TP (File Transfer Pro 40 
tocoDRC/T e 1 n e t (Telecomnunication Network P 
rotocol)&iT£>77U'!r-: ^3>3 0 ITU, ^E7^ 

^ggiJ, -tr-y~>3 Xsession) fflk, ^r£#D 
I P7KUX (ftD7KUXPl) . tv-t-Vmi a 

-if id. itS77>r;i/*, mjjjmjx, m 
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4 0C>^E7^Xffl;££M1^3 0 3tt, El 1 6 
i^WI^JitcSoVT, 77U fr- 3 y 3 0 1 # 
5Sft»3 0 2£iILT§{|L/c77 , y^— >3>g&J 

oT^£Ofr£Jlffi&fcd*T*L£liI1i8l3 5 Ofctfc 
[0 0 5 7] L£vMI1tS83 SOKtt, 08lcSf<t5 
3^11 ^•y-t-vW^H) fc, *ft5£*flSLfc 

? n©HHtf £T8ifc £ ft fc t fc^IE i: ft S «fc 5 (eg 
[0 0 5 8] Cftfcit), *iE791iX'Vryh&tl\<D 

smmmfcLT^Zo L^mmm 5 oossa, 

b ^ ytf 3 0 oygm&tvmffiL 
fcjSUT, 6 3©A^(cJ;^^i61^tTfe 

<. 

[0 0 5 9] «tt)»$L<(i, ^E7^7.fc<fc§^E 
ftASRCftii><0tS^flfll«3 5 OOlifrt^ 7^ 

yifa-^3 0CD^E^ASI^3 4 0««ritr«. 
[0 0 6 0] *J£ft ASg*I^3 4 O0*J£7*-fcXTO£ 
$MS3 0 3{i, ^E7^X£TO$Tt§^ g*gS'J 

x-* 5 0£fWU ^y r-©fi?ilT* I P^>y hMf 
§fl^3 0 0Rtf**&l/-* 2 Ofc&T, g?M/-* 1 

oicii^p-r§ 0 

[0 0 6 1] g?^S^r—?5 0l±, 0 6 
J:5fc, mn>l~$) IP7FUZ, 

-^IP7FUX, jSJt (ftS^^Xhny if o.-^3 
0) IP7KbX, T'nha^g'J, ^-hS^fti:^ 

[0062] (mftii-2£mttm®ffltm<D 
11)117, 11 mumi mmm-t^mz 

[0 0 6 3] S*#ihXb3>^a-^3 0!b^«g^ 
5 Otcj; 0^iE7^-trX|g4coaa§§ttrc^ 
1 Otfe^Ttt, ^-b 1 0 6 3SP5 I P**y 

W*MW> 1 0 O^ILT, ^lElA^igl 1 8 0£D§ 

[0 0 6 4] TOIAiStlgS 1 8 OTti, IfffilSSjffl. 



(7) 
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9bi?rvux, fubzuvmi. stftf-hswF 

JET^iiX^m 0 (07#«O i;LT^E7^-feXHt 
ffir-^ 1 5 0 icSS GiblSft) tSo I P 

h^gMgpi o 3immrn$.T-$ 5 o#77u 

^->3>3 0 l&tf^EgAUXtfyXJffiJIgPl 0 9 
££MT£ 0 ttitiD, 1 0ti^E# 

*Xhnytfa-£6 0*^»^#*^h3>tra-^ 
3 C\©^E7£-feX^y h©ES*OUc4*. 
[0 0 6 5] *E7*-feX©OUII!ra CNfH) % 

W3v>fi 6 2tc£Dtf$BiiiMii^i 0 3tt£ io 

aSPl 0 3A^iE7^-feXt»$6T-^H 5 ofrWi 
[0 0 6 6] 1 OO^EfflAbX^XfflS 

gB 10 9(4, i ?rt*rvbm%mi osfrzoimm 

©ISiBtfSgfi:&oT^3e:fc*I P;^r-y F4«l 0 

h3>tfa-* 3 0(^^5/5:*^ bXtfVXgSlj 20 
fcLT r^E^Mj £#€?^E{*Al'X#>X7 i -* 1 

[0 0 6 7] c^^EHAbX^Xr-* l 4 Ot 

8, Mi 2tc^f bx^xfflSiJ^LT© 
EfgJlJ Rtf r^E^lj oflHBOHjEpt, fcfti P7 
KPX, S/P-^I P7FbX, 7o|ort/SB«J, 

[0 0 6 8] HMMiaBl 0 3fCcfc-S^iE#7^-t 

=FlE7^-feXlfffi8 0 ©§05*^7 L fcm, ^ft^M 30 
Hffl! 1 0 2 tt«ff;l/-$rflffflT-7jb 1 5 1 Ztimu 

^jE7^zxmmm%}ft mnn-z i p7fux) * 

9[c^T<fc5lc s p-gfti/Xr^A S OOP^HtfiU/ 
R T 1 © I P 7 K L-X& £<om)\<-$im 1 5 2 

asf^s^r-^ 5 o^ii^«i«Msaag(5i o 1 . 

IP^yhWlOO, Rtfl-H0 7*ILT 

[0069] c c t% mmmmttm® 101a 40 

^5fe^MfflfP 1 0 2 ^P,SMLfcfiggS*T-5' 5 0 
©3 5©*B5fc/I'-* I P7KUX&ag;l/-* I P7F 
UXfcflStflbfc^/l/-* I P7FbXRy ; g^;U- 

21 P7Fuxfcwfhssrf3„ ii«^tt 

$SEf^ MSpI5 1 0 1 ttMSrLfta5itlB*T^^5 0*SE 

[0070] mft>\>-9iim7—?ti 1 5 1 tcij, 3^ 
y f 1 6 0 r^fi-^n 1 5 2 &g£-??2§tf % g 
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8fM/-*1i$8Sgli«yian 0 5 

[0 0 7 1] «±©ffl3K «t 0, ^EflASft/^H^ 
XfAA S 0 o F*g©£T©l^;i/-£ R T 1 ffi^J? 
tlfc^g^r-^5 0Jcg-3<^E77-t?X'fPfi8 0 
ifiRSStU gl'>XrAA S 0 O^ft^EMA©^ 

[0 0 7 2] (ft?i^-^c£lt§^E77-feX^Vy 

ki^mwi) @2o, 02 imfm2zimnfr- 

[0 0 7 3] o(D^iT\ Mtg#->XrAAS 0 1 (0 

E#*Xhn>tra-^6 0^t>©I P/Vrir h (^E 
7^-bX;^ry M t±, OH?;!/-* 1 0CD#-b 1 0 7 
££e&LTI P;^-y 0 0i^e,ns<, 

[0 0 7 4] lP;^7h«10 0K£7m 
Affix- 7/M 5 0&IMSU A^IP'^ bbWsE 
#*Xb3^ta-j»6 0fre>©^E7^-fcX^Ty h 

[0 0 7 5] I P;^ry htfi«ffil 0 0t±^;I/-^4 
Ofr&SfiLifc I P^y«y hRU^E7^-feX'fflir- 
7;H 5 0lCgg?nT^5*IE7*i!Xflt?fi8 0*S 
0 l l E^-rifS«#tr^E/^7 HfS l 2 0£ 
MU T7EMAIS#lgBi 8 0©%ft$3?M$l o 

[0076] fmm&m&i ^E7^-tx^ 

tc, TO^>y Mffg 1 2 0 tgf^l/-^1fffir-7;l/ 
1 0 8l%D&^-^flt$S9 0 (010 #180 fc*#fig 
U -S-rSiE»©^-^<D I P7FbX (^E77-!r 
X/^>y b©iMf=^;!/-^ I P7FbX) *flJtf#-TS 0 
}f^U-^1ffSr-7";H 0 8-\©^i!;I/-^1f 
$@9 0tt, ^*3V>Fi 6 0t<t*), S;V-dftSgR 

[0077] immmmmm® 1 0 1 mmm 

mU\Q2frt>WMLTc I P7 FUXRtf^^'y 
Mif$Rl 2 O^Stc, iEfl5'T5^t^l/-^ 4 03®O 

Mr-* 5 0 1± i p t\>r v v ^mm 1 0 0 & tf h 1 

[0 0 7 8] iEBMSji'iSEfifSaaSIJ ion*. ^Bf 
COStll^-^ 1 07^E7^-t?X;^«y 
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[0 0 7 9] §^>XrAA S 0 1 PwrnWl-Z 4 0 
(±_t^ Ufe«iai«'*S »J c i: «fc D . §IP*7h9 

CO 0 8 0] K^gj^r-* 5 0tffM*Wfc^jE#O# 

F n > tr a - # 6 0 fct;I/- * lE^fc^IE^PJ^fcft 
l\ ^iE#©1f S^fil^SdcT-* 5 0 <Dft9t I P 7 F 

[0081] ^iE#<o^tffTib^ sf&snfc&fi: 

it, IP^yhy-moSti'XfAASOO. A 

s o i tg@«?^%^-r*i2®*^So &m>i-z 

10, 4 0, R T 1 Kfcvvttt, a^{i±3SLftE«ffi 

ra asm) ic&z>zmm*mirzt)\ w>vi 

[0 0 8 2] 0, 4 0, R T 1 fr^iifit 

Tl^^f*Xh:3ytfa-^3 0©I P^-yhiS 
Si§9J3 0 0*i|iB&LT, ^IE«Ai£*lUX#>X§tt 

0 5^iH|()TS 0 

[0 0 8 3] *ISASHgUX#>X3ttifl]ig|i 
3 0 4 &tf =FEftAKM«iSE^«iag|5 3 0 5tt, 04 
ICKtmm* h3yta-^30 «T€8AgM 
*»3 6 0*Jfc8?-JS B 

[0 0 8 4] *IE£AE£ttiR3^*yigB3 0 5(i§fl 
Lft^IESAL'XiHyXx-^ 1 4 OfrZA S 

TOi2£^IEiIAI£*Ig^3 6 ot^-rs. 
[0 0 8 5] 0 1 4 t^-T^iE«AS««iH©^caj{c 
fc^Tli, ASS^ Tl l lj WjSog#->Xri*rt© 

X : 1 1 1 . 10. 12. 4 4)3 OJtfWfTffcD, 
AS#*§ T2 5 1 Oj ©g^>XxAft©V-^?lld 
tStbfc^IE^^Xh^^lfii-^ (IP7FbX: 1 
0. 3 4. 2 1 0. 5 5) 6 0a^E£©tt*S« (I 
P7FUX:10. 3 4. 2 10. 7 5) lC{&t>Z>C £ 

[0 0 8 6] tfe, g-gftv'XTAtCfe^TT-^tti 

[0 0 8 7] JM±SftSLftidfc:, *8liB©-lifl£©$ 
SI© I Pil{§*7 F9-^XrAS YSK&l^m 
^>£-*>y h ft if© I P*^H?-^Sii/Xf 
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ftAE£g«l 8 0T?fctiiU H-S&S/XtAA S 0 

ort^to^-^RT i fcaatSo 

[0 0 8 8] 1 OTSi, giIW;F-£©^iE 

7^-feXHffi7 L -7;H 5 0fcg&ggU SffABf, 
SniT2Hl7cO*-y U 7 C/d/W$0 £#£-f5<:fc 

XxAASOOF^O^W/V-^ 1 0, RT1©IP7F 

uxmmnx^, zmfo^jEmm® (mm 

MA^^It^XxAA S 0 0O*-y h9-^MnM 

[0 0 8 9] 1 0, RT H^jE7^-bX 

flffir-7;l/l 5 0£t>$, SSAbTtfe*^, *© 
^E7^Xti$Er-7> l 5 0 ft©^IE7^-bX'i^ 
8 0£it«U iSTSfiA^tWHSL/cft?,^ iMfg 
(rti) 4 0fca*£3llr-*5 0*Ettt 

20 * (RT1) 4 0fcfcHD»V»&*#(Cti, f-fi0;U-5f 

[0 0 9 0] S^^Xhnytfa-^3 0© 

£ftt<5ggvXrAA S 0 0rtfl)iTOi(lfii;l/-? 

r t i ic^mmsaztiT^ztzib, nmtfismznit 
[0091] imm mbrc-mmmmv i pi 

t^-^XrAtcfci^T, H-CH^ZtA 
©rtSW^iEg (^E#©^Xhayifa-^Rt>m 
30 g») &Ol^ ($»*Xhn:/i£a-*) tfffft 

[0 0 9 2] d©J§S\ @f->XfArt^^ff)«;V 

[0 0 9 3] ^EfcfctfjLfcSW^XFaytra-* 

40 #g*XSaytfa-^jgtLTV^Wt/-£tc& 
BUTT So (pffcl/- * tc J: § ^E#3#£©SPIf^H:i: 

S„ 

[0 0 9 4] [#323 

(Msg i ) *■ n^n&i© f ^ >r > © i p * 7 f 9- 
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Zfcmm I Prt*r»; h^ESA©^E^y hTSS 
i±, iutS^E^-y h£H3£r5HH#iBfc, (wfB7^ 

^(fHiggfcE^rsE^gfc^-rs i PiUi* 
[0095] (fine 2) mmmmis^LiDz 

[0 0 9 6] c^i53) miim.mmmwmm^ 
ma, my ^ * v y^n^tm^iE^ v v * 

mi^zmtzmz i sfca 2taiE© i Pint*? 

b7^i/77A 0 

[0 0 9 7] (ftfS4) HulB«aog^i'XTA<D^ 
n-fnOsOlEI P*«y h7-^©#l$fHF/rf^iMT5^ 

Koffmaiiof-n^nti, £2t*nTtfcMfei p^ 20 

h*^EflA©^E^y h1f*5*^ tuie^E 

zm>¥mt*titzffii 1 > 2trc&3mm<D 1 pa 

[0 0 9 8] (ftlBS) StAOK^^yOI P*?h 

tfx^x-r'J 7£3M£?T9 g^>7rA©itW«f-& 30 
1U £&£nT*fcs(HEI P^-y hJb^EftA©^ 
E/^y HTN&SigS, buI5^E'^'V b©3f«A£*£ 

ait5/cJ6©7Y^^ v yvmmcmn^xmmiik 
m^xcommmm^mtzmmtz^tz 

[00 9 9] CftlS 6 ) MIBK^ MIB7 4 }\ 

* u > ^fmmmpmf ^ -y b tt^m lt t ft*^© 

ttffBS^i'XxA.PlcO^WfSPiTtcfemTSiiW^gS 40 

[oioo] am 7 ) ^ n^najio k >© i 

P*v h7-**JftSU I P/^7 h©-f >f-U 
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^TS7r7 7«t. fufB7^t^Uy?'l^£[Wj-g# 
^XT^©fto>£T©^«{-ffi^T57xy7t 

[oioi] (ttiE 8 ) MIB7 * m v y^mmm 

IB^E/^y h£©£LTtftWft©MBg^>7rA 
F^©^»JftS^r§7r7 7^Mt^t5MIB7fB 

[0102] (#te9) mmmmyxrhcoz 

©TO^-y t>T-fc5i§3\ Mia I P*y h7-^©- 
-3©fp£MrT\ fyfB^E^y MDSftAfcftffl? « 
fc#>©7 ^ U ^fPEtgoVTiufBSSA^tti 

MS7y;V£ l) y^f1r*fi^-g^>Xr Art©ffi©£ 

$ ft li 8 tBS^EflABIW&o 
[0103] (ttlBiO) afiff)h7^IP^ 
h7-^£#|j£U fro I P;^7 h©-r>rU7fi5j* 

*^t, essnTtfcWfBi p^^7b^E«A© 

*E/Vry hTI5S«^ MfB^E^'y h©Hf5A£ 
A*tttHLfci:*tt, MIB^E^^7h^^t5Xr 

>y7i:, mtzy j frtvymnmmwyTsThft 
<Dm<D£x<Dmnmmmmz>yTvyt-femt&^ 

[0104] (#ia 1 1 ) MIB7 y?mm 
tusB^E^y vzmLxzmmmimyyT 
kto<otm®m\z.wM'$%7sT 'yyzmi^tzmz 1 

[0 10 5] 

fl&0*+U7 (ffi©7a^W^) ©I P^-yh7-^. 
■oS*>£&S'XrA*ftLT^ALT£ ftT»n 

mr§c<tT-^E^^c (ss#r^ic) ^l, 5g»f 

[0 10 6] $fc, ^E#[f^g (7^;l/^U>^1fffi) 
(ra-*-v"J7*-y YV~^) rt© 
^T©itWf@f?r(ct/ctoi:T\ ^©i#i/Xri*^ft 
t^-K*W§ti:frS0, ^E7^-fe7©I 

[mi] t£*©i paft*7by-^^xrA©^i© 

^^f^tSfcfe©^ 

[S2] f^*©I P3{i*-y h7-^'>XrA©^2© 
MW^-T^fti6©0o 



[04] m^ji^mmmt^hny^^^om 

[05] mJlt-Z&VmmftXhuyVa-jtavft 

[06] n%m%T-$%mmtzrctb<Dm<, 

[08] L$\,mimzfflfflr&Tctbo® 0 

[09] m>i^$%mmmt%tcib(om 0 

[01 0] g!)re;U-^ifffl^Ui^'r5fti6O0 o 

[0ii] ttwy hmmmtzrzV)<»®o 
[01 2] ^ifiAbxsi?>XT-^*ui^-r«fcto© 

0o 

[013] L^mm<D'mm\<Dmzmwt%tz 
[014] ^mAmmwmmz^t. 

[01 5] ffi»#^7.hr:^h 0 a-^tCfcnt§^IE#^ 

[01 6] tmgt^h^y^zL-zicmz^m^ii 
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* [01 7] i^;i/-^^^tt§^iE#'ifSie^£DMa 
[01 8] mn}i-$fcm%^iEmM&u%f<D%m 

£^-f7P-^-k 

mi 9] ^;b-^(CWS^iE#'tfffiE^?$«ffiII 
£*T7P-^*-k 

[02 0] glMz-^tcfctt-S^IE'^ Fgffil^OjlQ. 
[02 1] ^;U-3iKfelt5^iE/^y 

{mown 

SYS I Pilfl*7 h7-7->Xri* 
ASOO, AS01, AS02 §i->7fi 
10, 4 0, RTI fJSfiW-* 

2 0, 7 0, RT2 

3 0 M*#4;Xh3>tfa-^ 
6 0 ^IE#^Xhri>tfa-^ 



[03] 



[&S6] 



AS02 MM-*** ASOO 




HZ**?-? 



(14) 



m% 2002-185539 



[09] 



152 Sff*-f1ff« . 



ICMP60B/» Q) 



telnet 3 (1) 



ftp SB/a- 



ICMP80B/& (2) 
ftp3El/g> (2) 



SJM-» IP aridre3B#l 



%jM-»D>addreaa#2 



[01 0] 



Jl 1] 



SWIM! 




MAC addresatl 


[P address* 1 


VPI/VCI#1 


ggSEM IPaddre»#2 


A/tf-MlMA 


IPaddrew#3 







MAC address *fctt 
VF1/VCI Sfcti 



(15) 



8W2 0 0 2-1 8 5 5 3 9 



[01 2] 



[01 3] 



*:e©a v * ztf^ * t 5 - * * r e i- 5 1 » © tg 



a*-^ IP address 



an—? A8## 




«T»*#tf£T AND 




50H/t> 


rriHiHIBilf 


<cu 








4L 




4L 
















ALL 






HTOfHH^t AND *fW>i * 










/»*-»• 






*9 


















MUTPM 


OftOO 







(17) 



f#P42 0 0 2-l 8 5 5 3 9 



mi 5] 



liiE*4IPVW«MM-a 



• yrt-z-asi acMP<oi#) 

•l-T nXUlnrt.ftp 5?) 
■*H£W*« (ftp*) 

• 6iS7T-f*t-(x' (ftps*) 



*E«AK«» (340) » *WS02)lr 
|*jES AEVfl (340) *>eft*fr* 3 



[ ^jETOows»a{303>- Hie-*. 



(18) 



2002-185539 



[01 6] 





*^j*sas-f sfc»«iMis9lil(i ». i ». etc) i o fct^ 
Wli»M»y»-M«rimX^^H-B. . 



=FiE tfr<i^-cv * *rht 9 «T»«Ml *«» U ttaMCW -* (50) 

■ gMlPnddr*.. - *EA 

• *3<6IP«<l<lrew -6 HmtTrW 




B1 5fr* 




303 





(19) 



ftffi 2 0 0 2 - 1 8 5 5 3 9 



[01 7] 

j " 1 " ■ 1 106 

• I ipp«k»*=f»(ioo; kn-hnm-ts I 




IP racket 



(20) 



#^2002-185539 



[01 8] 
01 7fr& 7 



-Ksojfcsm lt^s*^) 



flr«f-7'jKX51)S 




I 







3 2002-185539 



mi 9] 



2«te«tir«iEWto«i(ii)i:r*»Lfcaflrjfew7t-Mi»*R*f*-?(60)i-*<it5 



3KB l.i«*S#r-K50)»EIT»flHM 



« 22 pxK*-r-5 




(22) 



Wf$2 002-185539 



[02 0] 



. 01 9**" 



*--K107)J:9/>'Mg« 



IP Packet fflt(100) KV*,Hrf3iflM-4 



fa (ioo) fc-t"*M*aei-a 



te38(102)tj5S<S-fS. 

■ MAC^'m $fcl3 WI/VCI t *tt ATTT-Ktm 



IP Padiet *«ClOO)i=-ca««-»»F«- 



02 1^ 



(23) 



nm 2 0 0 2 - 1 8 5 5 3 9 



[02 1] 



PRE"- *i H»«trS* U T^4»£) 



VPI/VCI 

E 




PRE"' h f W**J6*-*~.©**IM 



(24) 



2 0 0 2- 1 8 5 5 3 9 



[B2 2] 




Port** -*&>'if!4i 9 Port S-*r£>» 



<IHnt5S«U. JWsTn**»»U I5JBK 



mmm hp »-? 

wmimMi&mimmmn 3 ts 9 sis 

^g±i§35 jl— ^— S'a > • ->XfAX 



ft^JI M£3 Tg 9 #18 

F*-i*(#%) 5B089 GA31 GB02 HA10 HB02 KA17 

KBQ4 KB06 KE13 KC54 

5K030 GA11 GA15 HA08 HCOI HD03 

HD05 HD07 JA11 LC15 LD02 



